
An Overview of 
Privacy-Preserving Blockchains

This is an overview of notable privacy-preserving 
blockchains.

ome of these are blockchain-focused research pro-
jects in and of themselves, whereas some are fo-
cused on private blockchain technology whilst also 

working in tandem on privacy-preservation technology with 
wider implications,1 and some are working on projects of 
which private cryptocurrencies are merely one potential use 
case.2 All of these projects have positive aspects as well as 
drawbacks – it is important to remember that when analyz-
ing these projects that they all operate on different scales 
and utilizing different stacks, which when compounded with 
wildly different user bases, leads to multiple solutions to the 
problems of creating privacy-preserving blockchain technol-
ogy. 

This document will focus on two long-standing blockchains 
– Monero and Zcash – as they are ‘battle tested’ and serve as 
good examples of both ends of the ‘spectrum’ of approach-
es to privacy-preservation.3 4

The ‘original’ community driven and privacy-centric block-
chain is Monero. Its protocol, dubbed ‘CryptoNote’, was au-
thored - in a similar fashion to the Bitcoin protocol – by an 
anonymous researcher (or group of researchers) identified 
pseudonymously as Nicolas Van Saberhagen. This protocol 
was then used in two short-lived blockchains before Mone-
ro was created from a fork of its previous incarnation – bit-
Monero – only five days after its deployment.5

The Monero protocol implements three cryptographic tech-
niques in order to maintain privacy-preservation: stealth ad-

dresses in order to obscure the party sending a transaction, 
ring signatures in order to obscure the party on the receiv-
ing end of a transaction, and ring confidential transactions 
in order to obscure the amount involved in a transaction. 
Stealth addresses are a “new anonymous one-time address 
as the destination that is not linked to the recipient’s public 
address”6  which are created every time a transaction is sent, 
in order to avoid the public address appearing on the block-
chain. This importantly bolsters the ‘unlinkability’7 of Monero 
accounts, as any two transactions that have in fact been sent 
to the same participant are not able to be associated with 
each other, as they have been sent to different stealth ad-
dresses. Ring signatures essentially provide the continued 
fungibility of Monero in that any one of a number of public 
key signatures could be the one that actually signed a giv-
en transaction. In other words, whilst Bitcoin transactions 
require signing by the public key of the sender (thus you can 
‘track’ a Bitcoin from its current owner to its original own-
er), Monero transactions are signed by one public key out 
of a group, and you should not be able to tell which key ulti-
mately signed it. As such, tracking the ownership of Monero, 
especially when combined with the obfuscation afforded by 
stealth addresses and ring confidential transactions. Final-
ly, ring confidential transactions – otherwise referred to as 
RingCT – hide the amount being sent in a given transaction 
from the blockchain, by “applying a mathematical function to 
all funds such that public observers can see that the trans-
actions are legitimate, but only the sender and receiver can 
know the actual amounts.”8, thus removing potential for the 
sort of blockchain analysis by groups such as Chainanalysis 
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as discussed in the previous post.

The only potential drawback to Monero is that its strong pri-
vacy features make it more difficult to run and develop wal-
lets - with no hardwallet support to date – which makes using 
it a less user-friendly experience, potentially harming larger 
scale adoption. It has privacy ‘baked-in’, thus not allowing for 
a single user’s mistake to potentially harm the overall privacy 
of the blockchain, and whilst there were some reported is-
sues early, these were swiftly patched.9

Zcash - Monero’s main contender in the early days of the 
cryptocurrency hype - offers many of the same features as 
Monero: hiding the sender, receiver, and amount of a trans-
action from public viewing. It does this by implementing 
Zero-Knowledge Succinct Non-interactive pRoofs of Knowl-
edge (zk-SNARKS), a particular instance of a zero-knowledge 
proof system.10 Whilst on paper Zcash seems far stronger 
than Monero, since zero-knowledge proofs are the subject 
of much academic attention, coupled with the fact that it 
lacks the disadvantage that Monero has when it comes to 
wallet development and maintenance, it has several draw-
backs in this comparison.

Zcash, as it uses a zk-SNARKS, relies on a ‘Trusted Setup’. 
This setup took the form of a ceremony in which the “pub-
lic parameters” that are used for transaction construction 
and verification. The information used to set these param-
eters up, however, must remain secret in order to prevent 
malicious parties from using this information to construct 
proofs for Zcash they do not legitimately own. As such, the 
information used in – referred to as “toxic waste”11 must be 
destroyed. As it impossible to prove with computational 
certainty that this did in fact occur, there remains a certain 
amount of skepticism in the currency as it relies on an el-
ement of non-verifiable trust. Whilst Zcash has worked to-
wards resolving this with Multi-Party Computation Ceremo-
nies (MPC)12 , this problem cannot be entirely resolved. One 
thing to note, however, is that this attack vector does not 
relate to the blockchain’s ability to provide privacy, merely 
that this would allow for the malicious actor to essentially 
create unlimited amounts of Zcash. If this were discovered, 
this would catastrophically deprecate the value of the cur-
rency, and thus render the privacy-preservation of Zcash a 
moot point, and as such the possibility of this occurring in 
the future has led to a certain wariness in adopting it as a 
financial instrument.

Furthermore, Zcash has two address types: ‘z’ addresses, 
which are private, and ‘t’ address, which are transparent in 
the manner of Bitcoin. This latter type of addresses, as well 

as being used for transactions with exchanges, are also 
less expensive than the former due their being less com-
putationally intensive. Furthermore, most Zcash wallets de-
fault to using ‘t’ addresses, and this leads to a situation in 
which transactions are only private in the manner offered by 
Monero when both parties use ‘z’ addresses. Many users 
therefore do not know if their transactions are in fact fully 
private and can easily make a mistake when getting used to 
the wallet interfaces. As such, it would be possible for some 
blockchain analysis to occur, potentially allowing for great-
er address linkage and coin tracking to occur in the future. 
Used properly, however, Zcash transactions theoretically to-
tally private transactions.

Ultimately, both blockchains are, when used with the proper 
caution, privacy-preserving to a great extent. They stand – as 
previously noted – as strong examples of the sorts of tech-
nology offered by privacy-preserving blockchains.

1 Monero, for instance, is also developing Kovri, “a technology that will 
enable users to hide their geographic location and IP address.” (https://
medium.com/all-things-venture-capital/privacy-protocol-analysis-mone-
ro-c116d7c2106f)

2 Such as the use of zk-SNARKS and zk-STARKS for private distributed 
computation and digital identity management, as well as private cryptocur-
rency transactions.

3 As alluded to above, privacy-focussed blockchain projects can be split
into two main ‘camps’: those with which are community-based, and those 
which are more traditionally organized as companies and publicly backed 
by venture capital funding. This dichotomy is an important sidenote to this 
technical analysis: those currencies that are ‘grassroots’ or more bottom 
up & communal in their structure are slower in developing than VC backed 
ones, but are perhaps perceived as more ‘pure’ in their mission: this can 
have important consequences for blockchains that rely on – like mixnets – a 
‘strength in numbers’ approach to creating secure transactions and avoiding 
address linkage.

4 Notable newcomers Grin and Beam will not be discussed here for 
brevity and because they are relatively recent developments in this space, 
and therefore untested ‘in the wild’.

5 These projects failed for numerous other reasons which had nothing 
to do with the soundness of the protocol. See this article for a more in-depth 
discussion of these reasons: https://medium.com/all-things-venture-capital/
privacy-protocol-analysis-monero-c116d7c2106f ]

6 https://www.monero.how/monero-glossary#stealth-address
7 Ibid.
8 https://www.monero.how/how-does-monero-work-details-in-plain-english
9 This flaw was patched in February 2017. See this paper for details of the

attack vector: https://arxiv.org/pdf/1704.04299/
10 A computational system in which a Prover (p) creates a cryptographic proof

of a particular statement that is passed to a Verifier (v) who, if the proof is 
properly constructed, then assumes that p is telling the truth yet learns noth-
ing about the information that went into that proof.

11 https://z.cash/technology/paramgen/
12 Ibid.
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